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Why hardware acceleration?

« Completely digital...Possibility for performance
scaling by advance process

— Advanced complex algorithms, which is now regarded
as useless because of slow performance, come true
(e.g.: LDPC)

 Optimized hardware can easily applicable to tiny
loT edge devices, so that public-key/functionality
can be everywhere
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Encryption/Digital Signature Algorithms

Hardware complexity /
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Advanced Encryption (Functional Encryption)

Attribute/ID base encryption / functional Access control by attributes on plain text and on
encryption decryptor
Searchable encryption Searchable in cypher space
Proxy re-encryption Re-encryption for other decryptor without through plain
text
Broadcasting encryption Encryption with access control for multiple decryptors
Threshold encryption Decryptable with data above threshold
Time release encryption Encryption with access control by time
Attribute/ID base signature Digital signature with access control of authentication by
attributes
Threshold signature Decryptable with signatures above threshold
Group signature Digital signature with encryptor anonymization
Blind signature Digital signature with message concealment
Multiple signature / aggregate signature Signature compression, and bundle signature authentication
i 5 Time release signature Digital signature with access control by time
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Homomorphic Encryption

"E{datal] lf Plamtext space | datal |
* Conventional encryption g(data2) f.Deqryp._tmnr data2 -+l Operation Fl-’ Result

method | ... [ R 7%
, SR I . — . e e L T wui¥
(mmmmm——— ——————— P e External attack
* For homomorphic |Eldatal) -
encryption E(data2) := Hﬂc;m::::ir::ld E(Result) -hDecryptlnn‘ Result
e 's.__'.'p'_'_'; _________ 2 Cipher space
Type Supported Representative
Operations Encryption method
Additive Homomorphism + Paillier Encryption
Multiplicative Homomorphism X RSA Encryption
Fully Homomorphism + X Ring-LWE based
ﬁl_aintﬂxt
space
E(2),E(3)
Cipher
space E(5)=E(2)-E(3)
Additive Homomorphism | #eres ’
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Post Quantum Encryption (NIST)

Number of candidate algorithms for Post-quantum Cryptography (PQC)

3rd Round Finalists
Key Exchange Mechanism (KEM) & Encryption

Classic McEliece Code-base

Lattice-base
FIPS-203 MLB-KEM

Lattice-base

Crystals-Kyber

NTRU

SABER Lattice-base

Alternate Candidates
Key Exchange Mechanism (KEM) & Encryption

BIKE Code-base

FrodoKEM Lattice-base

HQC Code-base

NTRU Prime Lattice-base

SIKE Isogeny-base
R ROK F
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Digital Signature Authentication

Crystals-Dilithium

FALCON
Rainbow

Lattice-base
FIPS-204 MLB-DSA

Lattice-base
Polynomial-base

Digital Signature Authentication

GeMSS Polynomial-base
Picnic Shard-key-base
SPHINCS+ Hash-base

FIPS-205 SHB-DSA

Japan-EU Semiconductor Workshop, M. lkeda, U.Tokyo, 2026.03.25

4 Continue to Discuss
2"d Round for DSA Standards

Name
CROSS
FAEST
HAWK
LESS
MAYO
Mirath
MQOM
PERK
QR-UOV
RYDE
SDitH
SNOVA
SQIsign
uov

Type

Code-base
Symmetric-base
Lattice-base
Code-base
Multivariate
MPC-in-the-Head
MPC-in-the-Head
MPC-in-the-Head
Multivariate
MPC-in-the-Head
MPC-in-the-Head
Multivariate
Isogeny-base
Multivariate
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Attribute-based Encryption
Ciphertext-based ABE (CP-ABE) Example in File Sharing Scenario

Encrypt with pollcy\
Engineer Department OR
(Eng p ..o

)
AND

File System /
_b' Cloud Storage

T_hl Attributes:
=— Engineer Department

T_I:.I Attributes:

'g.

— ﬂ Experlences 3 years

@ Can’t decrypt
m Attributes:
@ 'A, E—E Finance Department
é Can'’t decrypt

e Irala \OEC o
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Elliptic Curve-based Functions

Elliptic Curve Scalar Multiplication

G1_MUL ] computed with Montgomery Ladder

G1_HASH Map string to a point on the curve

Similar to G1_MUL, but is

El 1= ] an exponentiation on GT

A bilinear map mapping

| G2_MUL |  Similar to G1_MUL but executed on G2
[ a point on G1 and a point on G2 to GT

Pairing ]

 HEK 0 5om i b \D&Go
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E

lliptic Curve

e Curve of the form y?=x3+ax+b where 4a3+27b%#0
— Pairing friendly: BLS12-381 curve | Q.

1 1

[

%

A

/\

|

R'\

P+Q=R’

P
-
P

Fig. from

1\

L

P+Q=Q’

2Q

= P’
P i

https://commons.wikimedia.org/w/index.php?curid=2970564

 Elliptic Curve Scalar Multiplication

Fig. from https://blog.cloudflare.com/a-relatively-easy-to-understand-
primer-on-elliptic-curve-cryptography/

e Q=[k]JP=P+P+...+P (ktimes) % Elliptic Curve Discrete Logarithm Problem ]
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Higher Extension Fields

« Similar to imaginary number concept
BLS12-381 Curve on I, : BLS12-381 Curve on FF2:

E(F,) : y?>=x3+4 m—> E'(F,2) : y?=x3+4(1+i)

Gileery  [2)cEw)  [GT)cmer

_—1
[ Extension 2 ] [Extensiﬂa

—

i 51 K
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Agenda

« Background

v Overview of Hardware Acceleration of Crypto-Algorithms, and

Functionality

 Design Space Exploration of Crypto-Algorithm to Hardware
v ECC Accelerator Design and Desigh space Exploration
v Template-based Design Automation
« Introduction to d.lab, chip design platform for Japanese
Academia
« Agile-X Project ~Democratizing Chip Design~

« Conclusions
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Cryptography based on Elliptic Curve

Define point addition and point
doubling over Elliptic curve

y

Realize multiple of k(scaler) of
base point G, by combination of
add and doubling

y

kG - k: discrete logarithm
problem on elliptic curve
(ECDLP)

Secure signature generation
based on ECDLP

.
ili i ™
'f;\--"‘hx

Basic operation: “Scaler Multiplication” to
obtain kG from scaler k and base point G

Q= kG = Zk .- 2716

Point multlpllcatlon
LtR(RtL) / Montgomery Ladder

K0]=0 ,]0G Koj=0 ,10G 11G
' i e+
K1]=1 5G + 4*(32}{ kK[1]=1 &G 3 E-GEx
ki2l=0 2G k[2]=0 ZXEG' 3G .
é 2% = +
k[3] =1 9 “- k[3]=1 2.621
(INIT) 0 (INIT) 0 +-G
Point doub'*ingi Point addition:
k=2: 2G = 2*G k=3: 3G = G + 2G -
Gy (xq,y1) + Go(x2,52) 2G1 (x1,y1) = G4(x4,y4)
- G3(x3,Y3)
X3 =A5—X; — X4 xg = A5 — 2%;
Y3 =Ag(x1—x3)—y1 Va=A(X1 —X4) — ¥4
Aszyz_yl 2 :3x12+a
Xy — X1 4 2y

Assuming Short Weierstrass Curves:

Y2=x34+ax+ b

W ThE UsavensiT Japan-EU Semiconductor Workshop, M. lkeda, U.Tokyo, 2026.03.25

Affine Coordinate
v' Requires division

(x;, ;)

Projective Coordinate
v' Good for point addition

(xi, y1)= (}Z( 4 )

Jacobian Coordinate
v" Good for point doubling

X Y;
Gy = (54 2)

XZ Coordinate
v" Smallest if no need for Y

(x;) = (;—L)

Selection of radix of data-path:
1bit (bit serial),,, up to full bit (256 bit)

el Irs b \DEGa



Architecture Exploration & Scheduling

Clock Cyele ——
] ~ Rig -~ 617 -~ :4::?1 ;_‘511515-51'.'5!~r5.1|: 52 ~ 16036 Reql_"“_?'
ST Bl X.Y eF,,
Al LY ¥ £ L |
...__.._....__._...._n_Ll.i..._.__J_:.__.._...'_i_l...L..'._L.."_.___"._r.:'_.___...Ej R = 2llogap]
B oint Addition T T=XoEir, T “F = _!“—i ]!IIIII !I"‘I'

Pont Deubling

: Ensure: Z = XY R~ mod p
128ck x 256times = 32,768ck

I: T < (XY mod R)-p' mod R
b e (o) e 8-stage: Type 1 [A-SSCC 2016] 2. 2« (XY +Tp)/R
Clock Cycle 3. if Z > p then
e — 7o o3, . Z&<Z-—p
£ 'ﬂﬁ:f' a7 S 1 5 end if
FLEE E; - = o et 6: return 7
E‘?‘ﬂ___.l;- _%-‘:}"H:m -E"uull.-'uhllllmi HaToT

T ."'E']L ﬂ":; __f:}*;" . [ Point Doubling =0
¥ Sty 56ck x 256times = 14,336¢ck

E: H:r 7-stage: Type 2 [IEICE 2016]

Clock Cycle

P56 ITIRION0ITI12i13114115116:17118:19i20:12]
Tﬁtlb]". [ The=11;
To=al, TI";TRI:Jf .

1.1, .‘-:'Tlii 1; T=2T5 Z=TtTss
?‘ES-}'II‘)=I;i Ts I,=T-T X=Ts-T;

I Point Addition

2 i
3%2532 Eﬁ‘;’?ﬁ;‘ ultplier ) pr [ TPoint Doubling

s auon 7-stage: Type 3 [A-SSCC 2018 imes = gt Ty -
i 51k 2 ge: Type 3 [ 1 27ck x 256times = 6,912¢k r].lr.| |_.| s

THE UNIVERSITY OF TOKY0 Japan-EU Semiconductor Workshop, M. Ikeda, U.Tokyo, 2026.03.25 Systems Designiab I



Equation and Scheduling

Case 1 Case 2 Case 3 GI+G2

Assumptions: 4"aZd=a+2 Assumptions: 4%aZd=a+ 2

Cost: 6M + 45 + 1%a24 + Sadd Cost: BM + 45 + 1224 + Tadd Cost: 10M + 55 + 1%224 + 5add Which one the beSt? 2G
A=¥2+72 = X3-Z3 0=22*Z3 |
AA = A% 1l = X2 + 22 tl =X2* X3 -

B = X2-Z2 2= X3+ Z3 t2=¢] -0
BE = B2 t3 = X222 13=1252
E = AA-BB t4 =213 X5=Z1%3
C=X3+Z3 15 = ® el td=Z2*X3
D= X373 th = 5 + td = X2*Z3
DA = DA (T=t6"2 1o o= 13-4
CR=C"B X5=21%:7 (=" 2
X5 = Z1*(DA+ CBY th=15- 04 Z5=X1"47
Z5 = X1*(DA - CBY* (9 - if "2 t8=X2n2
X4 = AA'BB Z5=X1"19 W0 =g2ha
Z4 = E*(BB+a24*E) tlD =112 Il = 1§ - 19
1)1l =372 X =glD*2
Xd=rl0"111 tl] = X2* 72

t12= X222 tl2=a®*rll
ti3=4%1]2 tl3 =8 + 112
thd =a24 *¢l3 tld = t13 + 0

Curve 25519 115 =111 + t14 tl5=22%c14 - ' 3
Zd=¢13%¢l5 tlo=X2*¢l5 - .r“
Zd=4*1l6 = X ; J Lo . : 3 : H1

Which one the best? G,+G,

iRk R il Ik
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Design Space Exploration: Word Size

L]
5 @ [X] DP=256bit
B (5] DP=256bit
A Design0 Ver. DP=256bit
| A\ Design0 Ver. DP=128bit |
2 A Design0 Ver DP=64bit
' @ Designo Ver. DP=32bit 0T
& B Design0 Ver. DP=16bit
20 --'.-.. - ' @ Design0 Ver. DP=8bit | - - - ek 2
iy Smallest DP=32bit :
I-.E _%- . ) '_I-I-L.-._,
E - 05 -
[}
515
£ T S LR
" goar -y
2 H e —e
1.0 I o3f
L]
OeDu Om DO 1]
0800 100u 1m  10m 100m 1 10 1 o ecosATmer

ECDSA Time [5]
SOTB (Silicon on Thin Buried Oxide) 65nm CMOS

MKy el Ir b DGy
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Design Space Exploration: Example designs

]
'@ [X]DP=256bit
3.0 B [9) DP=256bit
A Design0 Ver. DP=256bit |
g . A\ Design0 Ver. DP=128bil .
o W R A Designd Ver. DP=64bit
0 @ Designd Ver. DP=32bit o7
F B Design0 Ver. DP=16bit ;
20k _-.'._. DesignO Ver. DP=8bit | - - - - oel L e
= \ Smallest DP=32bit
= .-.- !_ __._I.._ Sy,
E i » i i ] 05 b
) 15 : i g e s ..I. i _I - -— 7 i —
E s i i E““ g m::2
& : : i M .
Saadsanin, | Z :
10 e : ¥ 03
pranens ST TIT P PO PESERR BT .. 0z f-
: M o1
- ] 1 .
= i ] i L]
; 1Dal; lllll 1Ir;1 lllll ;a-rll amm I1Iﬁm 1 i 1u L m 1&1 1m 1WEEDmmH l.]" 1ﬂ
= ECDSA Time [s]

SOTB (Silicon on Thin Buried Oxide) 65nm CMOS

d.Igk

Systems DesignLab |
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Design Space Exploration: Measured results
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[X] DP=256bit
[9] DP=256bit

Design0 Ver. DP=256bit
Design0 Ver. DP=128bit |
Design0 Ver. DP=64bit
Design0 Ver. DP=32bit
Design0 Ver. DP=16bit
® Designo Ver. DP=8bit

W Smallest DP=32bit
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Comparisons

Ours

e 65nm 13 0.03 19.4M 0.75 77 250 0.16 100 0.31 0.04
0.45 35.7 0.21 15.6 3.28 3.01 1,452
2(?1?;?1] 65nm 1,580 5.64 7.5k 075 980 0076 123 9.32 8.33 1,412
1.4 238 0.031 1,227 38.7 20.4 834
Ours
2016 [2] 65nm 2,500 - 15k -- 236 0.06 -- - 6.67 --
0.25 11 0.15 1.68 0.07 54.1
Ours
2016 [3] 65nm 1,370 1.92 34.7k 0.3 2.3 0.69 1.68 0.32 259
1.1 0.33 42.9 13.9 2.21 218
2012 [4] 90nm 540 2.72 22.3k -- 131 0.17 -- -- 10.9 --
2010 [5] Stratix Il 9,177ALM+9 - 107k - 157 0.32 - - - -
(90nm) 6DSP
2018 [6] AMD EPYC7601 NA NA 157.4k 2.2- 0.072 180,000 12,900 - -
(14nm) (64-thread) 3.2GHz

[1] S Sugiyama, A-SSCC 2018, [2] M. Tamura, IEICE T. Fund. v. 99EA, No. 12, pp. 2444-2452, 2016, [3] M. Tamura, A-SSCC 2016, pp. 341-344, 2016,
. w[4] S.C. Chung, ISCAS2012, pp. 1456-1459, 2012, [5] N. Guillermin, CHES 2010, pp. 48-64, 2010, [6] bench.cr.yp.to/results-sign.html, Oct. 2018 J I I_
B N i.irjl
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Chip Implementation in 65nm CMOS

L f EMW@Wd A3 3

EP B /_

st s e s s S .- 1100
EmmW@vdd U?w ame® '/ g

i HTW@UM N .

imi- I ] .
ot .

I'"- : ’_.T_,,"/’»

w\::‘xjjjus@}uu:mw AT

i n“i '-;.. i ol '

sy @

100u - : ‘f".'f.*
NVddmin=0478V |, e T 4 4 44, 5US@W{| =14V

o esk s ]

| E—,-'H_TIJJ@WU-:U.W V=03V, luﬂ-ﬂ a

100m

o]
o

3 (53]

> EpairinglUJ]
=)
S

Trairing[S]
F'F’ainng[i'-nlq

o]
o

« SOTB 65nm CMOS process
« Effective gate count : 2,790k (2-NAND) gl e g g g S
0.4 05 0.6 0.7 0.5V3§M1.u 11 1.2 1.3 1

L

 Chip area : 12.8 mm?
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Performance Acceleration

T R ——s For the case of multi-pairing: Multi-core
N
e s PO g fi=ML(Q:. P)) | |
o ',,.'-~ m.\wmc ' """"" =1 17 u.:i-‘lil[LJ=f”""'”P'+lmr"—p'+1l.-'-
20l | = -__."‘- IIE," 4 8 100m 1
s, - /4' 1_.“' t“'_'_"_-_} _ n=]:[ a; = Gope(Q1, P1)-- aopi(Qn: Fhn)
= 1 4nBVod0BY 4. 3 i=0
P i ﬁ'? 10m .
& & a=FE ML(Q,, F;)
r 10 § JEVEE0BY w % (l:[.. )
L 3"5@%1 v & 15t 7d multi-pairing 2nd 7d multi-pairing
e @ Corel ML) MLIE) Mmur) M)
. B —.E:“‘”'* iy Cpcmen || @ core2 | et ML{4) ML) ML)
cl.lg 1'0 1'1 3 -+ = @ Cored| ML) ML[5) ML(7) FE[1.7)
Vdd[V] Operation :.E Calculat — Cyuke
Sequence 82 + ’: = Ciore #2
1it=larper Opration £ :E Caloulatson _ﬂ:u:i el wi“ e 3 i Ebf‘h
Operation | Sequence 83 | Lg "'J —]  Core#d t ¥ i "{'!-' A
r ‘ Il:jm-mtﬂ ;_E Calculation Controller — i .5::;:::?';1
i o |“"i n' "“‘i ﬁ| s::m?:r
ahticiier £ iy
i P O ol L2 = E— (- ction
« TSMC 12nm FINFET =i =
M gomery Mt gl T —

« Effective gate count : ~2,790k l.“,.,c, g gV

e Chip area : 2.6 mm? | — Lk ——
. R o ol Ir.|L1_ (22
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Comparisons

BN1 2 Platform #Gates Area vdd Freq. Measured results for one Pairing Operation
[kG] [mm?]  [V] [MHZz] # Cycles  Tpair [us] Ppair [mW] Epair [pJ]
Mobile Device - - - 1,000 9,909,000 9,905 - -
Apple A5 32nm
HighendPC Corei7- - - - 4,000 840,000 210 \ 91,000 19,110|§§\
6700K 14nm \:\
HighendFPGA 14,463slice - - 170 18,151 107 ?‘\‘ - - W
KintexUltra 20nm +460DSP Ix~ I\
ASIC130nm 94 - - 338 5,340,400 15,800 50y - - W
ASIC 65nm 354 2.51 - 800 512,541 640 ;7 3 255 163 6,000x
ASIC 65nm 323 - - 633 330,053 521 ,°/ 1 - -~
Ours: 2,793 12.8 1.33 250 8,175 331 i 2,850 94.0 20,000x
ASIC 65nm 0.75 74.6 110 ;240 265 )1
1-core 0.49 9.2 792 1 17.2 387 1
Ours: 13,104 21.62 1.4 105 8,000 76.0 / 1,188 90.3 J 1'
ASIC 65nm 0.75 47.6 168  / 68.2 115,/ [/
3-core 0.32 2.33 3,440 / 0.95 [328] /
Ours: 2,300 4.0 1.17 727 8,175 1,013 11.5 ,/
ASIC 12nm 1-core 0.8 426 19.4 275 5.34 5/
0.68 272 30.3 35.4 | 1.07'
e [ Gates ~ Freq. = | Latency | Power Energy
Others Impl. Platform MGate] IMHz] Cycles | [us] (MW} (W]
Our work e - i : ! . g A
BLS12-381pairing 63nm CMOS/Synthesized 207 138 10,800 I 8.5 165 13.0
Our work | - E
35 -
S\.'I}'p.'"lup 4.910 | e Y | 3.89
Software lmpl.[6] S — X 51 = .
BLS12-38 I pairing Core i7-7700 3.600 | 2,340,000 650 65,000 42,300

 HEBUK P

J. THE Ubaversimy os Tow
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Demonstration

We have demonstrated performance improvement
and power reduction of Searchable Encryption
running on Linux PC, with our Pairing Accelerator
connected through PCle

- Demonstrated faster operation than 32-core Intel
Processor

i 50K
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Agenda

« Background

v Overview of Hardware Acceleration of Crypto-Algorithms, and

Functionality

 Design Space Exploration of Crypto-Algorithm to Hardware
v ECC Accelerator Design and Designh space Exploration
v Template-based Design Automation

« Introduction to d.lab, chip design platform for Japanese
Academia
« Agile-X Project ~Democratizing Chip Design~
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Selection of Curve

Curve Embedded |Key length |Database size Security level
degree [blt] [bit] [bit]

BN Curve 2,688 112 > 277
254 3,048 128 - 100~110
256 3,072 128 > 7?27
512 6,144 128
BLS Curve 12 381 4,572 128
24 381 9,144 192
KSS Curve 18 384 6,912 192
FourQ 3.7x1073 256 9.5x1075 ?77?
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Flexibility for Pairing Hardware

Embedding degree k, extension order of the twist-curve e,
parameterized characteristics p(u) and order r (u)

KSS18 curves: k= 15, ¢e =3

plu) = (2" + 5z 720 + 3725 4 18824 + 259°

+34322 #1763z + 40112, riu) = (2% + 3727 + 343) /343

BN curves: k=12, e =2

T 2 !
pla) =6u" + 360" + 240 +6u+ 1, rin) = bu

+ 360 + 1807 + 60 + |

BLSI12 curves: k=12, ¢ =2

) = (=107 =+ )3+ rin)=u* = + |
I

BLS24 curves: £ =24, ¢ =4

pla) ={n - 1 = ot + /340, r(u) =u® =t + 1
BLS48 curves: & =48, ¢ =8

M) = (= 1P (" =B+ D3+ r(w) =" = i® +1
!

Coefficient of the curve b, twist

Tower Extension for pairing-friendl

type, parameter u, security level and
y curves

I curve b i v | security level Towaer |
B34 12) l | I [[L]
BLSIZ-3RI[IZ] | 4 [ M i LT} oy
BLS12-446[14] | | | M #1) 13 —
L I .I
BLS24- il b | | "
= i 1 .
HLS | l| M Sl S oLl L N LU S L o
| ;
BLS? 1] | I3 I [
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Template Based Design Automation

> | Python (e &) Verilog
« Constant parameters

calculate for curve (e.£. p) wmph ° include file
and HW (e.g. bit-width)

+ Algorithm division « Command list
h obtain the number and order ) generate commands to
Parameter Uu ’ of commands from algorithm save in ROM
/
+ Scheduling « Sequencers
optimize operation order and =) define sequence for each
parallelism in commands command
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Template Based Design Automation

char. p gates freq latency Power guieacisciicy
VAT, A . Al ed. alency i
. . = weles h Y 2ms
[bit] imple platform IMGE] [MHz] cyvele (ms] [mW] [MGE-m ]
______ est. [9] | result
63 _ i i
This work Gt 5.04 137 22873 I 167 | 62.0 0.841
Synthesized 1
381 eSnm : I 1.59
SIC[2 = .5 38 ) 35 1 3 0.70
ASIC [21] Synthesized 8.97 I 10.80C Lzh_"s__l 16 1,704
BLS12 SW [31] ]':;":I?g;ﬁ 3,600 2,340,000 650
H3nm =
is work 3 2 2 5
146 This work Synthesized 6.43 133 27,015 203 103 268 1.31
tel Core :
SW[32] ]?';':ng;r * 1,800 2,443,808 1.358 -
This work S 3.00 MGE 165 127.750 0773 101.7 2.32
315 1 wor Synthesized - e - =% s ' 1.58 o
SW [28] ”"M%ff“ 2.800 4.004.000 .43 :
This work o 3.12 MGE 160 95.070 0.594 99.3 1.93
317 Synthesized ' " ? 1.62 5
Intel Core .
q W 3 77 3 3 =
BLS24 SW [29] oo 3,700 22.311.000 6.0
318 FPGA [30] Kintex-7 935 slices 300 12,960,000 64.8 - 163
. 63 nm - -
) 616 25,506 0.852 58.¢ 25
509 This work Synthesized b 16 MGE 147 125,506 158.9 777 5
Intel Core
SW [29] i7-6700K : 4,000 16,807,000 4.20 F "
Skylake
518 FPGA |30] Kintex-7 1323 slices 200 36,800,000 184 ¥.23 -
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FPGA Implementation

Virtex Ultrascale+
FPGA (XCVU13p-2)
on HTG930
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d.lab / VDEC related activities in U. Tokyo

Chip design platform among Japanese Universities [ Researches on designs and ]
— VDEC activities(1996.5~now), now as a part of d.lab tarhnnlnnies for Advanced CMOS
activities: Chip fabrication i
design educatl?on for Acadegn?it:way’ EDA tools, and chip Advanced Researches RaaS ]
— EDA tool training, Design flow training, etc. /L Consortium among big industries
AI Chip design Center = ========- 5016520233~~~ k\- ---------------
— Joint activity by d.lab & AIST, supported by NEDO and METI OIL by AIST

. . ~hin Hoiee =lgtform
(2018.8~2023.3, and now continue in mostly self-support)
| d
— Provide design environment for startup and smaller Advanced Eugblll?atloanrgllﬂlrl‘"gMd:Sy
industries inJapan ~ IIEEEREE / ...................... i ‘r“_‘“—"ﬂ ............. R
d.lab (2019.10) / RaaS activities - =sign platform

— Consortium by larger industry for the state-of-the art chip Basic Educatloanrallr\ll [‘\g.cstic Academia
design with the advanced process node Y 5
Agile-X project (2022.4~2032.3)
— MEXT project on X-nics ]
- . . _sgwm . . No. Chip DRsigns Fabricated |6rand total PP rfihi a_lfcillgﬂ poxiied = 300
Semiconductor education initiatives in UT s00 ] Wssones | - 10000 [ Cadence Moz [l 4]
— Chip design hackathon (2023.4~) saop & il e

— University-wide Education Program on Semiconductor w00
(2024.4~)

— TSMC-UTokyo lab (2025.4~): TSMC ADFP-N16 Education,etc
METI-NEDO “Advanced SoC Design Talent
Incubation Program (ADIP) (2024.11~)

Fundamental Education in Univ.
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AIDC Activities and SoC Design/Education

AI-One

AI-Two

TSMC 28nm

Synopsys IPs

6 Al-IPs from 6 companies
June 21 Wafer out, Nov. ‘21
PKG, Jan. ‘22 Board

TSMC 12nm

Synopsys IPs

3 Al-IPs from 3 companies
Nov.’22 Wafer out, Jan.’23
Board, March’23 Demo
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Evaluation board of Al-One
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AIST &
U.Tokyo

HW emulator
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Satellite site

emmmEN

Our private cloud spec.

# CPU cores 600

Authenti | Total Main 207B
Memory

. Total Storage size
.
Applicatiol

2,000TB

Company A

Applicatic
[ ] . EDA Job ID: #yyy
) .E Host ID:
!' Aledalyyy.cojp

imulation / emulation / l4  access
logic synthesis / P&R /

User ID: Aiusr b
EEEEEEEEEEEEEEEEEEEERY

EEEEEEENEENEN,

Qubicle for design E"
AR RERRRY) and¥ Y Y assnnnnunt
‘IIIIIIII#I

EEEEEEEEEEEEEEEN)

Company B

[
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SoC Design hands-on training

Company C

Floorplan of Al-One

~ 6-month: from HLS to Physical

GDS size

10.0mm x 9.6mm

Die size

9.0mm X 8.64mm

implementation and Software design o i -
Webinar/material.download

i Layout of Al-One

10.Gmm - https://www.nedo.go
.jp/news/press/AAS5_

s i —J- A
,'-h j=] A 7 101427.html
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Agile-X

~Innovative Semiconductor Technology
Platform for Chip Democratization~

Target in 10 years

SW designers

Agile Design platform

Agile Fabrication platform

HW 1P SW debug & HW Real-time verification Structured ASIC wafer :
[Curl‘engp chios % 10X isolati Verilog * MOS + local metals 0.1pm Class
isolation :E \a " ~12' ai
p | i 6" ~12" wafer Mask-less Super CR fab Agile LSI
Huge € —> > 0.25um LS wiring by 3-da 100M Gate

power ] -<oH wiring by \ >3ML Al/Cu

YOV (] a Fully Over 40nm~65nm CMOS L Oo00

o 10 automated T
competitiveness .. . design flow DS : 0000 )l
{Future] Dlgltal chip Verilog M __>Chip dicing aBEa
. ... designers>>x10x -
Chip democratization (“5W Y Chiplet  pesign TAT > 1/10 Maslcless local CR fab__—1»0.25um Class
DX service 1 1 gl e . I ~1pym LS wiring by 1-da !
i - i'| design Higher level description language (e.g. Overu0.13um~0.925|Ym cMOS 1o Gate
Higher : H megration{ Python) based design for 10x design rr— _
competitiveness | averommont ] - 1 Afgillae efficiency and 100x performance than CPU XASIC 7nm~Tro,25pm chucictl Agile fab
od ld 2 sea- Bas 4F only wiring for short TAT
- ates .
. One_ Me_tal Layer GA: g,p c'ec" Narrow LS wiring for MOS
System Architecture Design: 5-day, >

RISC-V IP

I SRAlM IF II SRA(;\/IIF II AHB Lite I| AHB Lite I

Process: 1-day,

Wiring 0.25~1pm LS

Measurements: 4-day
Undergrad. Experimental

APB Master
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Agile-X 2-ML Process
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8-inch wafer to 0.5-inch wafer
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Trial for Experiment Course

Access to chip
from PC
through USB

Design Env.: Layout/S|m
LR d.lrby
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Chips designed and fabricated..
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*1pWM: Pulse Width Modulation
*2| inear Feedback Shift Register
*3VCO: Voltage-Controlled Oscillator
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Chips designed and fabricated..2

Pulse Wave
Modulation

Ring Oscillator

':'r;:nw:“-w"::ﬂ .
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Conclusions

« We have been working for hardware accelerator designs of
crypto-algorithms...including:

— Design space exploration of crypto-algorithms, based on Elliptic Curve,
Pairing, etc..

— Template-based design automation for Pairing Algorithms
— Design optimizations for functional crypto-algorithms including ABE
- PQC

« d.lab, former VDEC, has been the only one entity providing chip
design platform for entire Japanese academia, also AIDC for
smaller industries

— Agile-X project for short TAT chip design and fabrication platform to
democratize chip design
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